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Abstract: The performance of the banking information system depends mostly on the
framework of administration of the activity implemented on the level of every line of activity.
In this respect, the management of the bank must implement a coherent, complex internal
framework for the administration of the activity that should include at least the following
aspects: general organizational and functional structure; assigning functional responsibilities
from the perspective of the organizational structure and administration lines; the
responsibilities of every organizational structure; the management system and internal
control.
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Introduction
From the perspective of the executive management of the bank, the main responsibilities are on the
line of establishing the business objectives, of the strategy concerning significant risks, of the risk
profile, of the methods of activity organizing, of the allocation of responsibilities and competences, of
the reference and information lines pertaining to them, as well as the organizing of proper internal
control system.

The framework of the administration of the activity, as an integral part of the information banking
system, must be adapted according to the nature, expansion and complexity of the activities
performed, its formalization found in the general and internal rules that govern the activity performed
by every organizational structure of the bank.

In order to fulfil the tasks with maximum results, the general organizational structure of the bank must
be clear, transparent and achieved in a way in which it will promote effectiveness and demonstrate
caution both at an individual level and at the level of the group it is a part of.

Through the organizing of the general organizational structure of the bank a proper flux of information
must be first ensured that will allow the following:
- the briefing of each management structure on the risks pertaining to the activities performed by
the bank;
- the briefing of all staff concerning bank strategies, policies and procedures established for the
achieving of specific tasks;
- the distribution of relevant information between the structures of the bank.

1. The Information System and Bank Architecture
Another important aspect of the architecture of the banking information system is the method of
establishing reference lines, as well as allocating responsibilities and competences, the aim is that they
should be clear, precise, well defined, transparent, coherent, used and especially applied. Their use can
be appreciated only to the extent in which the staffs understand and applies the policies and procedures
concerning the competences and responsibilities that apply to them.
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If the communication lines do not overlap the legal structure of the bank or of the group of which it is
a part of, the management of the bank must ensure that the responsibilities and competences of each
activity structure is sufficiently clear and transparent.

In the implementing and proper functioning of the banking information system, the management of the
bank has, mainly, the following responsibilities:
a. to ensure that the strategies and policies are formalized,
b. that the internal rules and procedures with organizational character are communicated to
the staff of the bank according to the responsibilities held to accomplish the specific tasks;
c. to systematically and regularly review the strategies and policies concerning the
administration of the significant risks;
to implement and maintain a solid internal control system;
e. to organize and implement the risk control function, compliance function and internal
audit function;
f. to ensure proper segregation of duties to prevent conflicts of interest;
g. toachieve a clear, transparent and formalized decision-making process.

The responsibilities of the management of the bank must be clearly defined in a written document,
document that must include the policies for achieving the business objectives and work procedures of
the management structure.

The surveillance of the activity of the bank’s management and compliance activities performed with
the strategies and policies established by it should be achieved by surveillance authorities, in this case
the audit committee and internal audit.

On a lower hierarchical level in the functional organizing of the banking information system the
management authorities are found. Their main task is the implementation of the strategies and policies
established by the executive management of the bank. Thusly, they achieve the delegation of the tasks
to the persons with medium level leadership function inside the bank and supervise the way in which
the delegated responsibilities are exercised.

2. The Management and Structure Management
The management and structure management of a bank must establish effective strategies and policies
to permanently maintain the level, structure and distribution of the capital and their own funds, enough
to cover the risks the bank is exposed to.

On an executive level, the management structure of a bank must ensure that its own strategies and
policies are comprehensive and commensurate with the nature, expansion and complexity of the
activity performed.

Overview of the tasks that the management of a bank has, there are:

- monitoring and periodical evaluation of the effectiveness of the general framework of
administration of the activity;

- to be able to explain their decisions to the executive management, board of directors and
surveillance authority;

- to have a clear understanding of their role;

- to be able to issue their own professional judgement for the foundation of the decisions made;

- to bare final responsibility for the achieved operations and the financial solidity of the bank.

To properly achieve the responsibilities set, the members of the management structure must
understand the risk profile of the bank, to meet the supervision role, to approve of the general business
strategy of the bank, including the general risk policy and risk administration procedures, to allocate
enough time to meet the responsibilities that correspond to each organizational structure, to take into
consideration the increase in size and complexity of the activities performed by the bank. However,
they must ensure the performing of all operations in safe conditions and the solidity of the bank,
maintaining an efficient relationship with the surveillance authorities and to promote high professional
and ethical standards that contribute to the reduction of risks the bank is exposed to.
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The framework of administration of the activity of the bank must be subjected to a permanent
monitoring by the surveillance authority of the bank. In this respect, every banking company is
obligated by regulations to submit information concerning the selection process of the surveillance
authorities, eligibility requirements, criteria for independence, material interests in transactions and
other areas impacting the bank, the responsibilities of the management authorities and implemented
reference lines, shareholder’s structure, and the positions filled by the shareholder’s representatives in
the surveillance authorities and in the management ones; activity lines, administration committees,
remuneration policies and ethical policies or codes of the conducting of activities.

Due to rapid changed occurring in the business environment and applicable jurisdiction, the
management structure must analyze the adequacy of the conducting of internal activities in accordance
with the legal and performance requirements, and the policies for the identification and administration
of the entire range of risks associated with the conducting of these activities.

From the point of view of formalization, the policies and procedures implemented by a bank must
mainly ensure:
- the identification, measuring and administration of all significant risks;
- the existence of adequate process for transaction and new products approval;
- establishing clear responsibilities for all entities and activity lines within the bank;
- monitoring the compliance of the activities performed with all precautions of the regulating
framework, as well as with the internal policies of the bank;
- the inclusion in the internal controls and the verifications performed by the financial auditors;
- reporting to the surveillance authorities of information concerning implemented strategies,
activity volume, risk related and performed controls.

In practice, the identification and evaluation of significant risks must be done on all the levels of the
bank and it must cover all activities performed by it. The risk evaluation must include identifying both
the controllable risks and the uncontrollable ones. For the controllable risks, it is necessary to establish
the way in which it accepts or diminishes the impact they produced through control procedures, and in
the case of uncontrollable risks, it must be decided if they reduce the level of impacted activities by
those risks [1].

The basic principle that must be respected in organizing risk evaluation is that this activity must be
performed by the specialists of the bank that do not have responsibilities in achieving commercial and
financial performance of the bank.

3. The Bank Internal Control Activities
The main internal control activities that have to be performed on the level of every organizational
structure of the bank, as part of everyday activities, are:
- organizing operational checks through: dividing duties, crosschecking, dual control of assets,
dual signature implementation;
- performing operational analysis on every level of the organizational structure;
- restriction of access to assets with high liquidity;
- classification analysis within the limits for risk exposures;
- performing chain approvals and authorizations for operations that surpass certain amount limits;
- subsequent verification of conducted transactions and performing of reconciliation between the
front office and back office departments.

To accomplish these objectives, the information banking system must ensure the existence of adequate
and complete financial, operational and compliance data. However, this information must be
believable, relevant, complete, timely, and accessible and provided in a consistent format.

In this context, the internal banking control presents itself as a continuous process, destined to provide
a reasonable insurance for the accomplishment of the conducted objectives, effectiveness and
efficiency of the activities performed, information and compliance, namely the manner in which to
comply with the applicable laws and regulations. In order for this process to be efficient, the
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implementation of at least the following functions is necessary: the risk control function, the
compliance function and the internal audit function. The information systems of the bank cannot be
designed without the existence of solid computer systems. They must first be secure, independently
monitored and supported by corresponding alternative plans that should allow them continuation of
activity in the case of unforeseen situations.

In view of the fact that computer activity also presents substantial risks for a bank, the bank must
insert devices to efficiently control the risks involved in its use. For this purpose, performing general
controls on the level of the whole computer system and several specialised controls on the level of
every computer application in its structure is necessary, the main focus being on verifying its proper
and continuous operation.

The general control activity must be performed on the hardware and communication infrastructure, as
well as on the operating systems that ensure their operation. The following should be pursued as a
priority: the existence and application of computerization strategies; the conduct of internal procedures
for data backup and restoration; organizing procurements of policies and of development of computer
applications, implementing administration and maintenance procedures, as well as security policies
targeting physical and logical access to computer system resources. At present, the most implemented
controls on the level of computer applications represent validation and control procedures included in
applied code software applications, as well as manual verification procedures of the transaction
processing manner and the performing of operations.

Conclusions
In order to sum up the previous statements we may say that banking information system must include
a failure detection system of the internal control system and procedures on how to solve them. For an
adequate functioning, a banking information system must first have sufficient staff, qualified and with
corresponding experience. In this respect, the quality of human resources depends on the manner in
which the management of the bank has implemented measures in the following directions:
» ensuring a balance between the related staff for activities of initiating operations and the staff
that performs their registration and verification;
» the existence of a corresponding number of non-executive staff that has the necessary
experience to accomplish the responsibilities on the internal audit line;
» ensuring the independence of the staff that performs the internal control, mainly through the
following organizational measures:

- dividing of the operational activities from the control ones;

- subordinating the head of the internal control function to a person that has no
responsibility on the line of managing activities that are to be monitored and
controlled;

- reporting operations performed by the designated persons to perform the internal
control directly to the management structure and audit committee;

- remuneration of staff that carry out the internal control system’s function must not be
linked with that activity performance that they monitor or control.

All measures taken by the management of a banking company in order to implement an information
system can be quantified by analysing its effectiveness, namely the achievement degree of planned
objectives for every activity and the relationship between the projected effect and actual result of that
activity.
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