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Abstract: The article puts under analysis the crime of child pornography as committed by minors using IT 

systems. The paper is based on the definition of the crime as set forth in art. 374 of the New Penal Code, transposing 

and implementing the European regulatory documents on this subject, and then briefly analysing the forms of this 

crime. Afterwards, several procedural aspects are presented in relation to the prosecution and trial of the crime of child 

pornography committed by minors. Further on, reference is made to several cases in the Romanian case law where the 

perpetrators are minors, presenting a modus operandi used on the social networks, which, more often than not, is not 

even understood to the extent of the social danger anticipated by the legislators. In the end, the conclusions are 

accompanied by some recommendations. 

 

Keywords: child pornography; social network; minors. 

 

 

1. Preliminary aspects. Definition of child pornography 

 

The New Penal Code (NPC) consolidated in article 374 several texts of the Romanian legislation 

regarding child pornography (art. 51 of Law 161/2003, art. 18 of Law 678/2001, art. 11 of Law 196/2003), 

thus implementing first the Framework Decision 2004/68/JHA and later Directive 2011/92/EU of the 

European Parliament and of the Council on combating the sexual abuse and sexual exploitation of children 

and child pornography. This directive was recently implemented by Emergency Government Ordinance no. 

18/2016 having regard as well to the infringement proceedings initiated in 2014 (Case 2014/0192) and 

concluded in 2016 [1]. 

Initially, the NPC set forth a simple form of the offence, an aggravated form (when perpetrated using 

IT systems) and a mitigated form. Emergency Government Ordinance 18/2016 added new alternative 

content, a new mitigated form and several aggravated ones. Therefore, art. 374 of the NPC, currently states: 

 

(1) The production, acquisition, storage, display, promotion, distribution and supply, in any manner, 

of child pornography shall be punishable by one to 5 years of imprisonment. 

(1ind1) The punishment mentioned under para. (1) also applies to causing or recruiting a minor to 

participate in pornographic performances, profiting from or otherwise exploiting a minor for such purposes.  

(1ind2) Knowingly attending pornographic performances involving the participation of a child shall 

be punishable by 3 months to 3 years of imprisonment or by a fine.  

(2) If the offences set forth in para. (1) were committed using an IT system or other means of data 

storage, the punishment is prison from 2 to 7 years.  

(3) The unlawful access of child pornography using IT systems or other means of electronic 

communication, shall be punishable by 3 months to 3 years of imprisonment or by a fine.  

(3ind1) If the offences set forth in para. (1), (1ind1), (1ind2) and (2) were committed in the following 

circumstances: 

a) by a member of the family;  

b) by a person to whom the child was entrusted for care, protection, eduction, guardianship or 

treatment or by a person who has abused a recognised position of trust or authority; 

c) the offence endangered the child’s life, the special terms of the punishment shall be increased by 
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one third. 

(5) The attempt is punishable.  

 

2. Forms of the offence 

 

Based on an analysis of the definition of the offence, there are in fact four variants of constitutive 

content, or two offences in some cases a pair, in mitigates or aggravated forms.   

Hence, first of all, the offence of child pornography consists in the production, possession, 

acquisition, storage, display, promotion, distribution, and supply, in any manner, of child pornography. The 

punishment is one year to 5 years of imprisonment. According to art. 374 para. 4 child pornography means 

any material that visually depicts a child or an adult pretending to be a child, engaged in sexually explicit 

conduct or which, without depicting a real person, credibly simulates a child engaged in such conduct, as 

well as any depiction of the sexual organs of a child for sexual purposes. 

If such alternative content is produced using an IT system or other means of data storage, the 

punishment is from 2 to 7 years of imprisonment. According to art. 181 of the NPC, IT system means any 

device or group of functionally interconnected devices, where one or several of such systems automatically 

processes data, using a computer program, and computer data means any representation of facts, information 

or concepts in a form which can be processed by means of an IT system. 

If any of the aforementioned actions, regardless whether it takes place using an IT system or not, is 

perpetrated by a member of the family, by a person to whom the child was entrusted for care, protection, 

eduction, guardianship or treatment or by a person who has abused a recognised position of trust or authority, 

or if the offence endangered the child’s life, we are dealing with aggravating circumstances, and the special 

terms of the punishment are increased by one third. 

Secondly, a person unlawfully accessing child pornography using IT systems or other means of 

electronic communication is also committing the offence of child pornography. The punishment in this case 

is 3 months to 3 years of imprisonment or a fine. 

Thirdly, it is child pornography to cause or recruit a child to participate in pornographic 

performances, and to profit from or otherwise exploiting a minor for such purposes. In this case, the 

punishment is 1 to 5 years of imprisonment. According to art. 374 para. 4 ind. 1, pornographic performance 

means a live exhibition aimed at an audience, including by means of information and communication 

technology, of a child engaged in sexually explicit conduct or of the sexual organs of a child for sexual 

purposes.  

Fourthly, the person who attends such performance commits a mitigates form of the offence, 

punishable by 3 months to 3 years of imprisonment or a fine. In this case as well, if the offence is perpetrated 

using an IT system or other means of data storage, the punishment is 2 to 7 years of imprisonment. As in the 

first variant of the offence, if any of the aforementioned actions, regardless whether it takes place using an IT 

system or not, is perpetrated by a member of the family, by a person to whom the child was entrusted for 

care, protection, eduction, guardianship or treatment or by a person who has abused a recognised position of 

trust or authority, or if the offence endangered the child’s life, we are dealing with aggravating 

circumstances, and the special terms of the punishment are increased by one third. 

For some of the alternative contents, the criminal participation as instigation or complicity is 

possible, for others it isn’t, being contents perpetrated on one’s own (such as possession) or (inducement), 

the participant becoming in fact the perpetrator. 

The attempt is actionable and punishable. 

 

3. The offence committed by a child. Procedural aspects 

 

The child pornography offence is an offence with a high social danger, the penal proceedings being 

initiated ex officio. The criminal prosecution is under the jurisdiction of the Directorate for Investigating 

Organized Crime and Terrorism and the trial falls under the competence of the district court. In the criminal 
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prosecution stage, for any hearing or confrontation of the child [2], the criminal prosecution body shall 

summon the child’s parents or, as applicable, the guardian, tutor or person to whom the child was temporarily 

entrusted for care or guardianship, as well as the general directorate for social assistance and child protection 

in the locality where the hearing takes place. The criminal prosecution bodies may request, when they find it 

necessary, an assessment report from the probation service attached to the district court in the territorial 

circumscription of which the child resides. 

Since this is an offence punishable by less than 15 years of imprisonment, an admission of guilt 

agreement can be concluded [3]. As this involves minor offenders, the conclusion of such agreement requires 

the consent of the minor’s legal guardian [4]. 

As regards the applicable punishments, seeing how punishments cannot be applied to children, if the 

perpetrator is a child that is criminally liable, correctional measures are applicable [5]. The Romanian Penal 

makes provisions for both non-custodial and custodial correctional measures [6]. Thus, depending on the 

general individualization of punishment criteria [7], non-custodial correctional measures (civic education, 

supervision, confinement at the end of the week or daily assistance) or custodial correctional measures 

(incarceration in an educational centre or in a detention centre). 

In theory, in the case of the variants of child pornography punished with imprisonment of up to 7 

years, there is a possibility that the prosecutor will drop the prosecution if the requirements of art. 318 of the 

New Penal Procedure Code are met. If an admission of guilt agreement is concluded, only the type of 

correctional measure can be settled. There can be no agreement on solutions such as a penalty waiver or a 

penalty deferral, because these solutions only regard adult defendants. If the agreement concerns a custodial 

correctional measure, considering the admission of guilt, the limits of the terms for which such measures are 

ordered are reduced by one third. In other words, if the incarceration in an educational centre is proposed, the 

period of incarceration shall be between 9 months and 2 years [8]. If the incarceration in a detention centre is 

proposed, the general limits of 2 and 5 years respectively shall be reduced by one third, the child being 

incarcerated for a period between 16 months and 3 years and 4 months (40 months).  

If an admission of guilt agreement is not concluded in the criminal prosecution stage, but the minor 

defendant admits the offence, the child can be tried under the simplified proceedings set forth in art. 375 of 

the Penal Procedure Code. However, this case as well requires the consent of the child’s legal guardian. If the 

motion to trial the child under this type of proceedings is sustained, the limits of the applicable custodial 

correctional measures shall be reduced by one third. The court hearing is not public. The probation service, 

the child’s parents or, as applicable, the guardian, tutor or person to whom the child was temporarily 

entrusted for care or guardianship, shall be summoned at the trial. If an assessment report was requested from 

the probation service during the prosecution stage, the court may or may not request another report. If no 

such report was requested during the prosecution stage, the court shall request this evidence. 

 

4. Case law 

 

The analysis of the case law relevant to this paper shows a striking similarity between the modi 

operandi of the minors committing the offence of child pornography using IT systems. Thus, in most cases, 

the minors are filming themselves while having sexual relations and storing these films on their mobile 

phone [9] without being aware that at that moment they committed the offence of child pornography by 

production, possession or storage. Also, in a lot of cases, the minor perpetrator asks his partner for a 

photograph taken in certain pornographic positions. Sending this photograph already leads to the commission 

of the offence by distribution, supply or storage. This is also the case when, after storing the information, the 

minor sends it to other friends [10], either for fun or to take revenge on the partner with which he just broke 

up. Also for revenge, some minors post the indecent photos on the facebook page of the injured party, the 

injured party’s parents or school. 

There are also cases when the minors are not even aware of the degree of social danger raised by this 

offence. They are not aware that sending these photos, even to a limited number of users, such as a 

WhatsApp or Messenger group, for example, determines the commission of the offence of child pornography 
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using an IT system. They are not aware that the social network is considered a „public place” for the 

purposes of art. 184 para. 1 lett. a) of the New Penal Code which states that an offence is committed in public 

when it was committed in a place that by its nature or purpose is always accessible to the public, even when 

nobody is present. We must recall that in Decision no. 4546/27.11.2014, the High Court of Cassation and 

Justice stated that a social network becomes public in nature, being potentially accessible, because it implies 

based on its nature, features and purpose, that the users don’t have ownership of the actual publication space, 

and cannot estimate and even less control, the spread of this space. Therefore, any action considered obscene 

in public, in real life, has the same significance in the virtual life.  

It is not always the case that the photographs regard injured parties of the opposite sex or persons 

engaging in a sex act. For example, in one case, several minors were convicted because, after having 

consumed alcoholic beverages, for fun, they simulated several obscene gestures involving sexual organs in 

regard to a colleague who was unconscious, and then sent each other the photos. 

There also are more serious situations, when the offence of child pornography is concurrent with 

other crimes, such as blackmail [11], or rape for example [12]. Thus, sometimes the victim is blackmailed 

that the perpetrator will post on facebook or other social networks photos when the victim is naked or short 

films where the victim can be seen in indecent situations, unless the victim sends more photos or engages in 

similar relations with the perpetrator of the blackmail. 

 

Conclusions 

 

In all the cases reviewed, which did not involve any other offences, admission of guilt agreements 

were concluded, and the court applied non-custodial correctional measures of a medium or maximum 

duration. The admission of guilt took place as soon as the minors were informed of the actions that were 

subject to investigation and of the fact that they are the content of the offence of child pornography. This 

leads us to the conclusion that the minors don’t know and are not aware of what they are and are not allowed 

to do online. We believe that after the age of 14, age which gives rise to the relative presumption of the 

minor’s criminal liability (until the age of 16, when the presumption becomes absolute), or the age of 15 

(which seems to be the age of sexual maturity according to the Romanian criminal legislators), students 

should receive legal education in high school. The legal education could be provided to them, either as 

meetings with experts, either as distinct subjects [13], or as chapters supplementing other subjects. For 

example, in computer science, students could also learn about cyber crimes, among which child 

pornography, thus raising their awareness of the dangers involved by the virtual world that is not properly 

understood by minors [14]. 

Moreover, the legislation should be permanently updated and harmonised with the European 

directives and the general policy of all Member States regarding cyber crime [15]. This type of crime is 

continually evolving, experiencing new developments together with the technology. Cooperation between the 

States is essential both for the development of a common strategy to prevent this type of crime [16] and in 

taking over cyber crime prevention models already put to test by other states with more developed 

technology. 
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