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Abstract: Terrorism is the most dangerous enemy of the modern society, more and more difficult to defeat 

because of the many ideological, strategic and logistic mutations this concept has suffered in the late years. These 

mutations are affecting all communities and state systems at international level. Mass destruction weapons are a very 

realistic threat alongside the terrorist phenomenon and a good defensive strategy needs to cover all scenarios by 

approaching multidisciplinary plans and investigations. It is the case of bioterrorism. This is the worst scenario that 

happen in any society and the pillars of an efficient biosecurity is a good understanding of the effects that biological 

agent have over the human body and an advanced defensive plan in the medical system. 
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Introduction 

 

The terrorist phenomenon massively evolved in the last years on motivational, ideological and 

strategic level, continuously evolving to a more efficient, lethal and harder to prevent and control level. 

Microorganisms which are lethal for the human body and their toxins marked the human history 

through numerous epidemics which decimated entire communities. These microorganisms represent an 

enemy hidden to the naked eye, extremely contagious, with the ability to sabotage control, defense, public 

health and medical systems of any state, with the capacity of creating a large number of victims even before 

diagnosing it and even destroy whole states through defense systems, the panic and terror created, increased 

mortality, long-term effects and economic collapse [1]. More than this, until the morbid event spreads into a 

community, such an attack could offer an important time-window for terrorists to disappear from the site. In 

short, using biological weapons meets some of the essential conditions for a terrorist attack: creates a huge 

number of victims in a short time, with minimum loss of life from the attackers, with morbid effects covering 

a large temporal and spatial area [2]. 

WHO defines biological weapons as “A means or a device which allows dissemination of a 

biological agent (including their vectors), with harmful or lethal effects for humans, animals or crops”; 

practically, the biological agent can be represented by any living microorganism (bacteria, virus, parasite, 

fungi) or their toxins, with the ability of inducing disease in other living organisms. 

For a microorganism to be considered a biological weapon, it should meat several criteria, as 

follows: constantly inducing the target effect (death or sickness), a minimum infective dose, high degree of 

infectiosity and contagiosity, with a predictable effect, difficult clinical and paraclinical diagnosis with no 

easy access to treatment or prophylaxis, to be easily manipulated and reproduced in a laboratory, low 
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acquisition price and, big natural availability, stability in external environment and increased persistency in 

the exposed area after the attack [3]. 

 

1. Exposure to biological agents 

 

a. Respiratory exposure. Most chemical and biological agents affect the lungs to a more or less 

degree, even if the primary exposure route wasn’t at this level. The human body is most sensitive and highly 

receptive to pathological agents due to its large alveolar surface with the pulmonary gaseous exchange, 

mucous susceptibility to infections and due to the phagocytes which, if can’t destroy the pathogen, will carry 

it in the lymphatic system and then, in the sanguine torrent. Also, by inhalation, the infection progresses 

faster than in case of digestive and epidermic exposure [4]. 

 

b. Skin and mucous exposure. Unlike chemical agents, which are easily absorbed through the skin, 

biological agents can’t penetrate the skin barrier unless it shows wounds, irritations or burns. The thin and 

the heavy vascularized skin areas are most predisposed to being affected by pathogens; also, warm and moist 

environment determines pore dilatation and increases receptivity to microorganisms. Epidermic exposure is 

not an elective way, as it could only be pathological to a small part of the target-population and it would 

require strongly irritating substances to overcome the skin barrier. 

 

c. Digestive exposure. It is a simple way, often used in attacks through contamination of the water 

and food sources, by hand-mouth contact after touching contaminated surfaces or by swallowing 

contaminated respiratory mucus (after respiratory exposure). This scenario is easily prevented by rigorous 

checking of all alimentary products and strict hygiene measures in the food industry. Public health and 

epidemiological systems handle such issues in the most countries of the world, but sometimes there are 

suspicions of sabotage or of plans of contamination after these tests are performed. Incubation periods are 

generally longer then in respiratory exposure, but the symptomatology can be equally severe through the risk 

of systemic injury [5]. 

Just as realistic is the scenario in which the primary attack is focused on crops or animals with the 

purpose of determining economic loss, crop devastation and secondary illness of the exposed population; the 

same scenario could involve a suicide bioterrorist, willing to expose himself to an infection which he will 

transmit further, in various communities. 

 

2. Classification of biological agents 

 

The center for prevention and disease control in the United States classifies biological agents in 3 

categories of specific risk by cumulating certain characteristics of each agents [6]: 

A Category: biological agents with high risk for public health, high potential of dissemination on a 

extended scale, high contagiosity (anthrax, variola, plague, tularemia, botulin toxin, Ebola or Marburg virus) 

B Category: pathogens relatively easy to spread, lower mortality rates, more likely to induce 

temporary incapacitating illnesses then death (Q fever, brucellosis, cholera, staphylococcal infections, E coli, 

Ricin) 

C Category:  newly discovered pathogens or which can be reproduced in a laboratory or genetically 

modified, with particularly increased virulence (Nipah virus, Henda virus, drug-resistant tuberculosis). 

 

2. Effects of the main biological weapons on the human body 

 

3.1. A risk category 

3.1.1. Anthrax. Anthrax determined a true international hysteria after 2001 when several attacks with 

it took place in the US. This illness is caused by Bacillus anthracis [7], a gram positive, sporulated bacillus. 

It’s natural host are herbivores which can contaminate the environment through oral secretions and 

excrements. Spores can survive in the nature over 40 years within increased temperature intervals (12-40 

degrees Celsius). The bacteria in nutritive unpretentious, facultative anaerobic, but the spores are formed 

only in the presence of oxygen [8]. 

Depending on the entry pathway, Bacillus anthracis infection can have 3 forms: 
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- Skin anthrax results from contact of injured skin with a sick animal or contaminated objects. The 

affected area is congestive and edematous, centered by a necrotic wound, covered with a black crust. This 

aspect gives this type of anthrax the common name of “charcoal”. Usually, the skin anthrax has a natural 

evolution toward healing in 10-20% of cases; in case the specific treatment and rigorous hygiene are not 

followed, it can turn to sepsis and meningitis.  

- Digestive anthrax is extremely rare and is the result of ingestion of contaminated meat, with the 

clinic aspect of a severe gastroenteritis with hematochezia and/or hematemesis, with possible evolution 

towards sepsis in 40% of the untreated or undiagnosed cases. 

- Lung anthrax has been diagnosed for the first time in people working in the wool and leather 

industry. The severe clinical aspects of this kind and anthrax made it fit to be used as a hostile tactic by air 

dispersion. The clinical debut is marked by pneumonia with evolution towards mediastinitis, meningitis and, 

finally, sepsis with hemorrhagic pulmonary edema. Mortality, in these cases, is 100% or, in case of adequate 

treatment applied in the first few hours, of 75% but, due to the unspecific symptoms, early diagnosis is 

almost impossible.  

Bacillus anthracis is sensitive to penicillin, erythromycin and tetracycline but, in advanced cases, 

the antibiotic therapy should be associated with anti-anthrax serum. It’s easy to identify on pathological 

products smears stained with methylene blue or by immunofluorescence [9]. 

In case of death known to be caused by anthrax, autopsy shall not be performed. However, the 

diagnosis can be missed even after autopsy, due to the unspecific findings: pulmonary edema, pulmonary 

hemorrhagic areas, enlarged peribronchial and lung hilum ganglia with hemorrhage and/or necrosis; also, 

rigor mortis is usually absent due to the calmodulin produced by the bacillus which stimulates the excessive 

production of cyclic AMP and complete muscle relaxation. Blind autopsy, without knowledge of the 

infection, especially in case of lung anthrax can lead to a new series of infections within the ranks of the 

medical personnel.  

The efficiency of the lung infection is best reflected by the reduced persistency and the unspecific 

symptoms which delay or prevent a positive diagnosis, one of the main problems in case of attack with this 

pathogen. 

  

3.1.2. Plague. This infection, also known as “The Pest” or “The Black Death”, caused an 

extraordinary morbid phenomenon, responsible for over 15 million human deaths in Middle Ages Europe. 

Yersinia genre hosts 11 bacteria species, among which Yersinia Pestis is the causal agent of plague 

and the most infamous. 

The natural reservoir of this bacteria is the rat, and the vector is the flea which assimilates the 

bacteria after biting. Due to the bacterial secretion of coagulase blocks the intestinal transit of the flea which, 

being hungry, will bite over and over again, regurgitating the bacteria in every organism which is bitten. 

Finally, the flea will start biting humans, causing the infection. Human contact is also possible after bite from 

an infected rat. Human to human contamination is possible even from the early stages of the disease through 

aerosols, the minimum infection dose being of only 1-5 bacilli. Incubation period is approx. 7 days, during 

which the bacilli are phagocytosed by the polymorphonuclears (elements of the immune system) but, instead 

of being destroyed, the pathogens will begin multiplying in both intracellular and extracellular environments. 

The human infections has clinical 3 forms:  

- Bubonic: the bacilli will be disseminated through the whole body with the blood torrent and will 

gather in the lymphatic ganglia. The ganglia will become swollen and tender, with hemorrhagic periadenitis 

and, finally, ganglia necrosis (buboes – specific for the plague). Mortality in these cases reaches 60-70% 

with adequate treatment.  

- Pulmonary: pulmonary infection induces a severe pneumonia with rapid fatal progression in 95% 

of cases. Diagnosis is almost impossible without knowledge of the infection. 

- Sepsis: it’s the main compaction and the most frequent cause of death; without treatment, bacterial 

dissemination throughout the human body has, as a final stage, multiple organ failure and disseminated 

intravascular coagulation (DIC). 

Recommended treatment is streptomycin, with some other options like gentamicin, tetracycline, 

ciprofloxacin and chloramphenicol. General prevention can be done by disinfection and deratization, aiming 

the natural reservoir of the pathogen and any other source of human contamination. The people already 

contaminated require strict quarantine conditions. Cultures of Y pestis can be performed by only several 
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specialized and authorized laboratories. The attenuated vaccine doesn’t offer long term immunity and is 

reserved only for cases with exposure risk and people living in endemic areas [10]. 

Similar to the cases of anthrax infection, postmortem examination in known cases is not 

recommended. However, the pulmonary form wrongfully guides the results of the autopsy, due to the 

unspecific pathologic changes (pulmonary edema with hemorrhagic and necrotic changes) so, the infection 

risk during autopsy is very high.  

The unpretentious character, high resistance in external environment, the low minimum infecting 

dose, high contagiosity by aerosols and the severity of the pulmonary infection are the characteristics which 

insure a preference for Y pestis in biologic warfare [11]. 

 

3.1.3. Botulin toxin. The botulin toxin is a neurotoxin produced by Clostridium botulinum causing 

botulism, a disease characterized by progressive flaccid paralysis of the striate muscles and which causes 

death by acute respiratory failure. Clostridium botulinum is an ubiquitary, gram positive bacilli, sporulated, 

unencapsulated, mobile and strictly aerobic. In adverse environment conditions (-20/+120 degrees Celsius), 

the vegetative forms sporulate, insuring a long survival for the bacteria.  

Among the 7 types of C botulinum noted from A to G, types A, B and E are responsible for 95% of 

human Botulism and, among these, type A induces the most severe clinical form. In 2013, after the autopsy 

of a child in the United States of America, type H has been identified, which seems to be the most powerful 

toxin currently known. However, the American authorities did not reveal any information about this toxin 

due to obvious biosecurity reasons. Each type of C botulinum induces a different type of illness, with a 

different specificity, no cross-typing so, the serotherapy is strictly specific. 

The botulin toxin in a complex of elements with neurotoxic effect, in which are included several 

non-toxic proteins with protective role against the gastric pH and the intestinal proteases. The exact 

mechanism by which the toxin passes into the bloodstream is yet unknown, but it has been identified in the 

abdominal lymphatic vessels 2 hours after ingestion. It’s effect is of inhibition of the synaptic acetylcholine 

release and blockage of nervous impulses from the central nervous system to the muscles. It doesn’t affect 

the motor neuron, which responds to this aggression by creating new neuro-muscular junctions [12].  

The remodeling and healing process can take up to 4 months and end with the regeneration of the 

initial junction. 

Depending on the entry pathway, botulism can take several forms: 

- foodborne: by consumption of conserved food, especially insufficiently thermally prepared home-

made food. The toxin has no taste or smell so, it easily passes unobserved during contaminated food intake. 

- intestinal: extremely rare; can be observed in newly-born or in patients with massive active 

antibiotics intake. 

- wound botulism: accidental/surgical - the pathogen spreads from the wound, after growing in an 

anaerobiotic environment. 

- airborne: in the most lethal form due to the easy passing of the toxin into the bloodstream through 

the alveolar epithelium. 

Symptoms are the similar for all contamination pathways, with debut within 2 to 4 hours in severe 

forms or 8-24 hours in the others. The first signs are the ones specific to cranial nerves injury, including 

visual impairment (photophobia, palpebral ptosis), speech impairment (dysarthria, dysphonia) or deglutition 

impairment. Secondary, we encounter descending paralysis of the peripheral motor nerves, muscarinic-like 

symptoms (dry mouth, constipation, urinary retention), deficiency in the muscular activity with progressive 

paralysis of the skeletal muscles, diaphragm and intercostal muscles, leading to acute respiratory failure. To 

remember is the fact that, in botulism infection, symptoms like fever, diarrhea or loss of consciousness are 

missing. 

Detection of the type of toxin in a prolonged endeavor; in Romania, “in vitro” detection can only be 

done at the Reference Center of the Cantacuzio Institute, while “in vivo” detection can be achieved in any 

laboratory with the technical capacity of performing counter-current electrophoresis, inverse passive 

agglutination, radio-immune detection or high-sensibility ELISA tests. 

Postmortem diagnosis is, again, difficult as the autopsy only reveals congestion and inflammation of 

the digestive mucosa or asphyxia signs.  

Treating the infection is very difficult and, if not applied in the first 24 hours or in severe forms, is 

inefficient. Antitoxins are not available for a numerous number of patients and specific mass prevention is 
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not justified by epidemiological criteria (sporadic cases, professional exposure, unquantifiable exposure 

risk). 

However, botulin toxin is a class A risk biological pathogen due to certain unique characteristics: C 

botulinum has a large spread and it’s easy to procure and replicate, it has an extremely high toxicity with a 

lethal dosage for humans of 0.15 micrograms by intravenous intake, 0.9 micrograms for intramuscular intake 

and 70 micrograms for enteral path of entry; by comparison, 1 gram of toxin can kill 2 million mice.  Also, 

the toxin has no discernable taste or smell, making food contamination easier and it associates a very high 

mortality rate [13]. 

 

3.1.4. Ebola virus. There are 5 types of Ebola virus, each named after the geographical area in which 

it created the first important epidemic: Zaire, Sudan, Reston, Bundibugyo, Cote D’Ivoire; the most virulent 

are the first two [14]. 

The natural reservoir are the frugivorous bats, which have a natural resistance to the infection; 

human contamination is possible by means of contaminated meat, fruits and vegetable consumption; 

interhuman contamination occurs only after direct contact with body fluids, secretions of contaminated 

blood. 

Once inside the human body, the virus will collapse the hosts immune system. The clinical picture 

has a sudden debut, with a 3-day flu-like syndrome with high fever, chills, severe frontal headache, myalgia 

and severe asthenia. Next, the gastro-intestinal and skin stage follow, with severe diarrhea and vomiting, 

erythematous, maculopapular or vesicular rash, for 5 to 7 days. The first clue of multivisceral injury are 

respiratory symptoms, with pharyngitis, dry cough and thoracic pain associated with neurological signs 

(confusion, ataxia, delirium and seizures). After other 7 days, the hemorrhagic symptoms appear with 

significant internal and external bleeding, which lead death by hemorrhagic shock or DIC in after 10 to 20 

days.  

The overall mortality is 90-95 % with an unexplained small percentage of survival. However, these 

patients remain contagious up to 4 years after contact with the infection, and the virus can be isolated in 

vaginal secretion, seminal fluid or the anterior chamber of the eye. 

During autopsy, the characteristic changes are considered to be the hemorrhagic ones in multiple 

organs associated with the rash. 

There is no vaccine and no specific therapy, with only a support, symptomatic treatment available; 

the literature mentions several drugs and vaccines in the testing phase, but these aren’t available to the 

general population.  

 

3.1.5. Variola virus (Smallpox). The virus is extremely contagious, with a fast inter-human 

contamination either directly or by means of a contaminated object; however, it’s not air or waterborne. The 

infection has clinical debut 12 to 14 days after contamination with high fever, severe headache and lumbar 

pain. Soon after, a facial rash with red dots covers the face and, within 24 hours, the rash extends to the rest 

of the skin. 

Quarantine conditions and vaccination allows stopping the epidemic outbreak. The mortality ranges 

between 20 to 50%. The treatment is similar to the bacterial infection (antibiotics). 

 

3.2. B risk category 

 

3.2.1. Ricin. Although it has vegetal origin, the effects of ricin intoxication are very similar to ones 

of the snake venom, being extremely hard to identify. Its effects are so complex and potent, that there is no 

specific treatment and the cause of death may remain unknown. 

The ricin, secreted by the seeds of the plant Ricinus communis, is a Ricinoleic Acid methyl ester 

identifiable in the white of the seeds and not fat soluble (remains active even after cold pressing of the seeds 

and oil extraction); however, overheating the oil will inactivate the toxin. 

This substance is one of the most toxic known to man, twice as toxic as the cobra venom and 6000 

times more toxic then strychnine, cyanide or cyanohydrin acid. The lethal dosage for an adult is 0.30 mg (2-4 

seeds) for enteral administration and of only 1-3 micrograms/kg by parenteral administration. However, by 

ingestion, the ricin seeds are very hard to digest by humans, due to their tough shell. So, in order for the toxin 
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to work, it has to be administered directly. Death following ricin exposure can only be deliberate. There is no 

available antidote and death occurs within the first 4 to 32 hours, depending on the entry pathway.  

Ricin has a slow elimination rate, mainly fecal and less urinary, in passes the placental barrier - with 

embryotoxic effect and, also, in the maternal milk. The toxic has powerful hemagglutination effect, destroys 

the red cells and induces cellular death by protein synthesis blockage; also, similar to the snake venom, it 

determines the release of antibodies and secondary leukocytosis, eventually leading to severe infections and 

sepsis-related multiple organ failure. 

Ingestion. Symptoms appear after a 6 hours’ free interval and are initially limited to the 

gastrointestinal tract, with swelling and hemorrhage of the mucosa, intense burning sensation of the mouth 

and throat, followed by diarrhea, vomiting, hematemesis (blood vomit) and melena (blood in stool), 

dysphagia. Severe fluid and blood loss can lead to hypovolemia with low blood pressure and, ultimately, to 

hypovolemic shock, acute hepatic and renal failure. 

Inhaling. The first symptoms are coughing and fever, followed by acute pulmonary edema and adult 

respiratory distress syndrome (ARDS) with a severe prognosis in all cases. As the proteins composing the 

ricin are potentially allergenic, they can cause respiratory symptoms similar to asthma and, even 

anaphylactic shock. 

Skin and eye exposure. If the skin is not injured, ricin toxicity is fairly low; however, the skin 

barrier isn’t infallible if the toxic is combined with a solvent which can be absorbed through it or if the 

contact site is altered in any way (rash, injury). In these situations, the clinical manifestations include burn-

like pain, important rash with pruritus, vesicles or even intense allergic reaction. In case of eye exposure, 

symptoms have mild to moderate severity, with watering eyes (epiphora), swelling, pruritus, conjunctivitis; 

in case of prolonged exposure with the toxin or if a large dose is administered, the symptoms become severe, 

with pseudomembranous conjunctivitis, retinal hemorrhage, optic nerve damage and loss of vision, leading 

to systemic toxicity and death [15]. 

Parenteral exposure. In case of intramuscular, intradermal or vascular injection, the toxin is rapidly 

fatal (in 4-6 hours), due to the violent chain reactions induced in the tissues by the poison. The injection site 

appears necrotic and the general status of the patient deteriorates (weakness, dizziness, myalgia and high 

fever). Soon after, the gastrointestinal symptoms appear (diarrhea, vomiting, abdominal cramps) followed by 

hepatic and renal failure, internal bleeding, hypovolemic shock, low blood pressure, hemolytic anemia, 

increased rick of DIC, acute pulmonary edema, central nervous system inhibition, retinal hemorrhages, 

seizures and, finally, death [16]. 

The clinical symptoms of the ricin poisoning are unspecific, which makes a certainty diagnostic very 

difficult, unless there is a strong suspicion and without good knowledge of this pathology. This is one of the 

main reasons, combined with the severe effects in a short period of time, which makes ricin a chemical 

weapon of high effectiveness in the history of armed conflicts and, is why, to this day, is still a subject of 

interest. 

Paraclinical diagnosis. Paraclinical tests are just as unspecific are the clinical ones, usually imitating 

severe sepsis. The elevated hepatic transaminases, renal function tests, inflammatory markers and white 

blood cells can wrongfully suggest a severe infection, while hemolytic anemia, modified coagulation tests 

and acid-base and hydroelectrolytic imbalance are alarm signals. 

There are no specific tests for ricin identification; it can be found in urine after 3 days since 

exposure, but only in case of ingestion. The possibility of using a biopsy for direct confirmation of ricin 

poisoning is one of the projects undergoing study.  

To this day, there is no available antidote for ricin poisoning. The treatment is supportive, with blood 

transfusions, intravenous fluid support, airways management, gastric lavage and active charcoal – in case of 

ingestion.  

This is why, in most cases, despite maximal support, the patients die due to MODS; the highest 

survival rate was observed in case of ingestion but, usually, with important visceral damage. 

 

3.2.2. Q fever. Coxiella burneti belongs to the Rickettsia family is the causative agent for q Fever, a 

worldwide-spread zoonosis. The natural reservoir for C burnetti are, mainly, cattle, sheep and goats and, to a 

lesser degree, dogs, cats and birds. The infected animals don’t develop the disease, but contaminate the 

environment by means of urine, saliva and excrements. Human contamination is possible by inhaling 

aerosols. The infection manifests with high fever and atypical pneumonia, hard to differentiate from 
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infections with Mycoplasma, Legionella or Chlamydia pneumoniae. Rapid progressive clinical forms can 

resemble tularemia or even the plague. The germ is resistant to heat and desiccation and extremely 

contagious, with a minimum infecting dose is of just 1 germ.  

Some of the less common complications of the disease are hepatitis, endocarditis with negative 

bacterial cultures, aseptic meningitis, encephalitis and osteomyelitis.  

 

3.2.3. Brucellosis. Also known as Malta or Mediterranean fever, Brucellosis is a zoonosis caused by 

one of the six species of Brucellae, a family of intracellular Gram-negative coccobacilli. Among these, four 

species are pathogen for humans: B melitensis (reservoir - goats), B abortus (cattle), B suis (pigs) and B 

canis (dogs). Human contamination is possible by consumption of infested meat, insufficient thermal 

preparation of milk, but is also possible after contact with injured skin or airborne. Brucella has increased 

resistance in the environment, has an incubation period of 8-14 days and the minimum infecting dose is of 

10-100 bacteria. After the incubation period, the disease manifests with periodic fever syndrome with 

headaches, myalgia, weakness, chills, sweating and cough; in 70% of cases, the clinical picture associates 

digestive symptoms and hepatosplenomegaly [17]. 

 

3.2.4. Alpha viruses. Alpha viruses transmitted by mosquitos cause several types of encephalitis: 

Venezuelan Equine Encephalitis - VEE, Eastern Equine Encephalitis - EEE and Western Equine Encephalitis 

– WEE; all these types are similar epidemiologically, with similar contagiosity and transmissibility and are 

hard to differentiate clinically. Infection is transmitted to humans by mosquito bites and epidemics are 

usually preceded by sickness and death of a large number of horses. Airborne contamination is possible, in 

which case the first victims will be human. The minimum infecting dose is of 10-100 pathogens. 

VEE infection in characterized by mild to moderate fever, exceptionally associating encephalitis. On 

the other hand, EEE and WEE infections mostly associate encephalitis [18]. 

There is no specific treatment although, alpha-interferon proved efficient in animal subjects. There 

are vaccines (with both active and inactivated virus) available only for risk cases. Prevention in mainly 

focused on vector control and efficient disinfection (the virus is sensitive to standard disinfection and is 

destroyed after 30 minutes at 800 degrees Celsius). 

 

3.2.5. Salmonella. Another incapacitating biological agent is the Salmonella family. This family 

includes over 2500 species divided in 3 categories: typhoid, non-typhoid and animal. All types of Salmonella 

are foodborne for humans –insufficient thermal preparation of food, unpasteurized milk, contaminated meat 

(at the source or during processing). Refrigeration stops bacterial multiplication, but doesn’t destroy it, a 

temperature of at least 56-60 degrees Celsius being required for this. Salmonella is still the main cause of 

food poisoning. The typhoid types (S typhi and paratyphi) cause enteral or typhoid fevers. After entry in the 

digestive tract, the germs penetrate the enteral mucosa, occupy to the mesenteric ganglia, where replicate and 

invade the bloodstream. After a 14 days’ incubation period, the infection debuts with mild fever, with 

progressive increase of the thermal values, anorexia, headaches, abdominal pain with no enteral transit 

disorders. A week later, the general status of the patient collapses, with high fever, hepatosplenomegaly and 

maculo-papular rash on the abdomen and the base of the thorax. Natural evolution is, usually, towards 

convalescence, although there is a chance of complications, such as hemorrhage or intestinal perforation. 

Clinical healing doesn’t coincide with the bacteriological one, with a 5% of patients remaining fecal chronic 

carriers. 

Non-typhoid types cause acute gastroenteritis. After a 10 to 48-hours incubation period, the clinical 

symptoms appear, with fever, lack of appetite, colicative abdominal pain, watery diarrhea and vomiting 

which disappear after 2-4 days of diet and appropriate fluid intake. Antibiotics don’t influence the 

progression of the illness and can prologue bacterial carriage [19].  

As a biological agent, Salmonella is very easy to procure and can be used to contaminate the food 

supply for restaurants or touristic areas; such an event occurred more than once in the US, which lead to the 

placing of Salmonella in the group of biological agents with incapacitating and epidemic risk. 
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3.2.6. Cholera. The Vibrio bacterial genus includes Gram-negative bacilli, comma-shaped, mobile 

by use of flagella with vivid rolling moves, all aquatic microorganisms. The causal agent of cholera is Vibrio 

cholerae, an unpretentious bacterium, relatively sensitive to solar light and heat, which lives in sweet waters.  

The natural reservoir are ill patients, which contaminate the environment with fecal matters (an 

illness characteristic to the poor communities, with precarious hygiene), but the infection can also occur after 

consumption of contaminated food or water. 

The choleric vibrion produces a neuraminidase which destroys the intestinal protective mucus and an 

enterotoxin causing fluid loss. The clinical symptoms appear after 2 to 5 days of incubation, with watery 

diarrhea, vomiting, hydroelectrolytic loss of approx. 1 liter per hour. The watery stool without inflammatory 

reaction and mucous floaters constitute the pathognomonic signs. Cholera patients don’t show fever, rectal 

tenesmus or abdominal pain. 

Cholera remains one of the few illnesses with an international quarantine regime. The attenuated 

vaccine offers protection for 6 months and is reserved for inhabitants of endemic areas and for tourists 

traveling to these areas [20]. 

This pathogen has been studied as a possible biological agent in Japan, during the second World War 

and in South Africa during the African Civil War. These days, there are data mentioning that Irak and North 

Korea are studying the possibility of using the choleric vibrion as short-tern incapacitating agent. 

 

3.2.7. Staphylococcus enterotoxins. Staphylococcus genus consists of Gram-positive cocci, catalase 

positive, with three pathogenic species: S aureus, S epidermitis and S saprophyticus. These bacteria produce 

over 20 types of enterotoxins, among which the most infamous are type A - causing the most frequent 

staphylococcus-related food poisonings, type F - causing toxic shock and type B - with the potential of 

becoming a biological weapon.  

Staphylococcus enterotoxins are resistant to heat, large variations of pH and to the action of 

digestive enzymes and have pyrogenic and emetic effect (produce fever and vomiting). Type B of 

enterotoxin can also act as a superantigen by stimulating the T cells, releasing cytokines and inducing toxic 

shock. 

Inhaling the enterotoxin causes dyspnea, fever, thoracic pain and gastrointestinal damage, evolving 

within 48 hours to hemorrhagic pulmonary edema, respiratory distress syndrome, toxic shock and death. 

There is no specific treatment available, only supportive, symptomatic. Besides drug therapy, it is 

necessary to remove the contaminated clothing and skin washing and disinfecting [21]. 

 

3.2.8. Escherichia coli O157:H7 Enterotoxigenic. This specie of E coli causes digestive infections, 

especially in people with precarious hygiene; human infection can occur by consumption of contaminated 

food or by means of fecal-oral contamination. 

After a period of incubation of 1 to 3 days, symptoms like profuse diarrhea with abdominal cramps, 

fever, nausea, vomiting, intense headache and muscular pain appear, lasting between 3-4 days and several 

weeks. Recovery, in most cases, is with “restitution ad integrum” with only support therapy; in very few 

cases, antibiotics are needed. E coli enterotoxigenic in an incapacitating agent, which can be used for 

contamination of water or food supply. 

 

3.3. C risk category 

 

3.3.1. Nipah virus. Human infection occurs after contact with infected pigs or consumption of 

infected meat. It appears that the natural reservoir is the bat, which contaminate fruits with their saliva. There 

have also been report of direct human to human transmission.  

The incubation period is of 5-14 days, followed by fever, headache and confusion. The clinical 

picture is dominated by the symptoms of encephalitis which can lead to coma in only 24-48 hours (virus 

detection in the cerebrospinal fluid (CSF) associated a very high mortality). In a small percent of patients, 

respiratory distress was noted and in 55% of them, tachycardia, high blood pressure, non-reactive pupils and 

myoclonus.  

Mortality reaches 40%, and about 19% of the patients who survive can suffer mild neurological 

sequelae. More than this, after 13 to 39 days, convalescent patients can suffer infectious rebound, especially 
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in patients who had mild forms of illness; reinfection symptoms can comprise of headaches, neurological 

changes, seizures, dizziness or myoclonus. In one study, from the 12 patients with a second infection, 2 had 

died [22]. 

For the time being, the only available treatment is the supportive one. “In vivo” experiments proved 

the efficiency of ribavirin, but human testing is still not finished. Passive immunization with Hipah Virus 

monoclonal antibodies anti-glycoprotein G has been studied in post-exposure cases and appear to show 

satisfactory results. 

 

3.3.2. Hanta Virus. Hanta virus in a reverse transcribing ARN-virus, part of the Bunyaviridae 

family. The natural reservoir for these bacteria are rodents, which transmit the infection to humans by 

environmental contamination with saliva, urine or feces od directly through their bite. The most frequent 

infections occur in forest areas, mountains or in rural areas, with a large number of farms. Among the species 

of this family, 2 cause the most severe illnesses: 

- Hantavirus pulmonary syndrome: incubation period ranges from 1 to 8 weeks; the initial clinical 

picture comprises of fever, myalgia and weakness associated with dizziness, headaches, nausea and 

vomiting; 4 to 10 days after the first symptoms, we can notice coughing, dyspnea and thoracic pain, with 

respiratory impairment, markers of a massive pulmonary edema. There is no specific treatment, only 

supportive which, administered from the first symptoms, can reduce mortality to 38%. 

- Hanta Hemorrhagic fever cu Renal failure is a clinical entity caused by Dobrava or Hantaan 

types of virus: incubation period is of 1-2 weeks after which, the infection causes severe headaches, 

abdominal pain, chills, fever, vision impairments; later, the symptoms change towards arterial hypotension, 

vascular injury with hemorrhages and acute renal failure, leading to death by shock. Just like the precedent, 

no specific treatment is available for this illness, only support therapy which needs to be applied from the 

first symptoms and which usually requires the association of dialysis. Recovery can take from several weeks 

to a few months [23]. 

Taking into consideration that this virus in easy to obtain and reproduce in a laboratory and the 

absence of specific treatment or vaccine, associated with high mortality, it can be easily considered a serious 

threat to biosecurity. 

 

3.3.3. Genetically modified biological agents. Although, for a long period of time, this subject has 

been considered to be part of the great mysteries or part of the conspiracy theories, several discrepancies in 

the following of Biological Weapons Convention, the fall of the former USSR and the fulminant progression 

in the field of molecular and biological genetics have brought this subject into the spotlight [24]. 

As far as the possibilities of genetic modification of microorganisms and the hostile potential of 

these changes, there are certain technologies already available that should be reminded: 

Transfer of genetic material with the possible transfer of the virulence plasmids between 

microorganisms, causing an illness without the possibility of detecting the real causative agent and alteration 

of R plasmids, responsible of the microorganisms’ sensibility to antibiotics; the literature already mentions 

studies according to which there have already been created pathogens with resistance to over 17 types of 

antibiotics [25]. 

Artificial synthesis of viruses has been a reality since 2002, when the poliomyelitis virus was 

successfully created in a laboratory, without using living cells followed, in 2005, by the yellow fever virus. 

Currently, there are studies trying to artificially reproduce genetic mutation which occur naturally in certain 

virus types, especially the flu virus; preliminary results show that the modified versions have a much higher 

virulence then the originals. 

The future of biosecurity isn’t bright, as talks are on the way of a botulin supertoxin with lethal 

effects or of the so-called ethnic bombs – pathogens with a specifically genetic programing to cause illness 

only in certain individuals, based on criteria like race, ethnicity or other group characteristics. 

 

Conclusions 

 

The terrorism evolution towards a mass-destruction phenomenon is a reality of the modern 

international society. 
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The scenario of using biologic weapons is the darkest of all, due to the epidemiological factors, low 

costs and minimum requirements – advantages for the possible criminals. Long term consequences, with 

collapse of defense and control systems, economic effects and the low training level of the medical personnel 

in this domain bring a substantial darker note to this scenario. 

Bioterrorism is a domain which requires a multidisciplinary approach; the first line of defense is the 

medical system which should use all possible resources to save human lives. Through the understanding of 

the whole epidemiological context of the infectious diseases with a risk-factor, a prevention strategy can be 

prepared for an efficient intervention, proportional to the magnitude of such a phenomenon. 

Aside from the major disease caused by the etiological agents which are part of the risk categories, 

the evolution of modern genetics and biology has significantly increased the threat to biosecurity.  

International cooperation and leveling the level of scientific and legal knowledge in the field of 

biologic weapons is essential for the development of a safety network, for the purpose of insuring people 

safety and discouraging attempts to use unconventional weapons at this moment in history when, terrorism is 

the biggest threat for national and global security. 
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