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Abstract: Digital evidence is represented by that information with evidentiary value for criminal proceeding 

bodies and for trial court, which are stored, processed, or transmitted through an information system. The evidence log 

is a document that lists all evidence collected in a criminal case, with a description of each piece of evidence, who 

discovered and collected it, the date and time of collection, and the disposition of the evidence. The chain of costody is 

a way of demonstrating that evidence hasn’t been damaged or tampered with while in the care of the investigator. 
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Introduction 

 

In the case of committing crimes in the computer field, according to the provisions of the Article 288 

para. 1 of Romanian Criminal Procedure Code, the competent prosecution bodies must be filed in the 

following ways: complaint or denunciation, by the acts concluded by other law enforcement bodies provided 

by the law, or they are notified ex officio. Also, according to the Article 294¹ of the Romanian Criminal 

Procedure Code, in case “an authorization or another pre-condition fulfilment is required for ordering the 

further prosecution of a certain person, the Prosecutor's Office, upon notification to the competent institution, 

submits a report drawn up by prosecutor, which will include data and information about the perpetrators of 

criminal offences committed by the person for whom the authorization is requested”. 

 

1. Aspects of criminal procedural law on offences in the information and communication 

technology field 

 

As regards the conduct of the criminal prosecution, it is carried out according to the rules of common 

law provided by the Articles 285-341 of the Romanian Criminal Procedure Code. According to the 

provisions of the Article 305 para.1 of the Romanian Criminal Procedure Code, in case the document 

instituting the proceedings fulfills the conditions stipulated by the law, the criminal prosecution body orders 

the commencement of the criminal prosecution of the committed act or the commission of which is prepared 

by means of an order for initiating the criminal prosecution even if the author is indicated or known.  

Where there is evidence to suggest reasonable suspicion that a particular person has committed the 

deed for which the prosecution has begun and there is no case preventing the commencement and 

prosecution of the criminal proceedings provided for in the Article 16 para. 1 of the Romanian Criminal 

Procedure Code, the criminal prosecution body has the right to continue the criminal prosecution against this 

person through an ordinance, who acquires the quality of suspect. The measure ordered by the criminal 

prosecution body is subject, within 3 days, to the confirmation of the prosecutor supervising the criminal 

investigation, the criminal prosecution body being obliged to submit to the prosecutor the case file (Article 

305 para. 3 of the Romanian Criminal Procedure Code).  

Criminal prosecution of cybercrime is carried out by the Fight against Cybercrime Service within the 

Directorate for Investigating Organized Crimes and Terrorism (DIOCT) of the Prosecutor's Office attached 

to the High Court of Cassation and Justice. In compliance with the provisions of the Article 11, point 1, 

letters a) and c) of the Government Emergency Ordinance no. 78/2016 [1] of 16 November 2016 for the 

organization and functioning of the D.I.O.C.T., as well as for the modification and completion of some 

normative acts and the provisions of the Article 39 paar.1 letter a) of the Order no.4682/C/2016 [2] of 21 

December 2016 for the approval of the D.I.O.C.T. organization and functioning regulation, the Fight against 

Cybercrime Service investigates the following cybercrimes contained in the Romanian Criminal Code, if the 

commission of these was carried out for the purpose of an organized criminal group, as provided by the 

Article 367 para. 6 of the Romanian Criminal Code: the offences provided by the Articles 249-251, Article 
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252 with reference to the Articles 249-251, Article 311 para. 2, Article 313 if the falsified values are those 

provided in the Article 311 para. 2, Article 314 para. 2, Article 316, Article 325, Article 360 and the Article 

366 with reference to the Article 360 of the Romanian Criminal Code. At the same time, according to the 

provisions of the Article 11 para. 1, point 2 of the Government Emergency Ordinance no. 78/2016 and the 

provisions of the art. 39 para. 1, letter b) of the Order no. 4682/C/2016, the Fight against Cybercrime Service 

also investigates the following cybercrimes, whether or not they have been committed under the conditions 

of the organized criminal group provided by the Article 367 para. 6 of the Romanian Criminal Code: the 

crimes stipulated by the Articles 361-365, Article 374 and the Article 366 with reference to the Articles 361 - 

365 of the Romanian Criminal Code. Taking into account the provisions of the Government Emergency 

Ordinance no. 78/2016 and the Order no. 4682/C/2016, we point out that the other cybercrimes which are not 

included in the texts of these two normative acts and which have not been committed under the conditions of 

organized crime group, are investigated in the criminal prosecution phase of the criminal trial by the local 

prosecution offices. For example, the infringements of copyright and related rights under the Law no.8/1996 

on copyright and related rights are investigated in the criminal prosecution phase by the local Prosecutor's 

Offices, and the jurisdiction of judgment in the first instance of these crimes lies with the Courts. Regarding 

the cybercrimes that are investigated in the criminal prosecution phase by the D.I.O.C.T., the jurisdiction of 

judgment in the first instance of these crimes lies with the Courts of Law. 

Finally, the jurisdiction to solve the cases related to cybercrime belongs, as a rule, in the criminal 

prosecution phase to the D.I.O.C.T. and the local prosecutor's offices, and in the trial phase, to the Courts 

and the Courts of Law, as first instance courts. 

 

2. Types of evidence in the case of cybercrimes  

 

In cybercrime, evidence can be classified into the following types, according to the “Scientific 

Working Group on Digital Evidence” (SWGDE) and “International Organization on Computer Evidence” 

(IOCE) [3]: 

a. Digital evidence - information of probative value stored or transmitted in digital form; 

b. Data objects - information of potential probative value that are associated with physical items; 

c. Physical items - items on which data objects or information may be stored and/or through which 

data objects are transferred. 

 

The digital evidence can be classified into: original digital evidence (which are physical items and 

the data objects associated with such items at the time of acquisition or seizure) and duplicate digital 

evidence (which relate to accurate digital reproduction of all data objects contained on an original physical 

item). 

 

Evidence can also be categorized into: demonstrative and documentary evidence.  

Demonstrative evidence is that reconstructing the crime scene through graphs, tables, lists, drawings, 

sketches, diagrams. 

Documentary evidence usually refers to written documents that constitute evidence. 

 

There are a number of requirements for the evidence to be admissible in court. Thus, the evidence 

must be solid, credible, relevant and material [4]. 

 

Digital evidence is “information of probative value for criminal prosecution bodies and courts, which 

are stored, processed or transmitted via a computer system”[5]. Thus, digital evidence has been defined as 

“any evidence of probative value which is stored, processed or transmitted in a digital form” [6]. 

Digital evidence includes: computer evidence, digital audio evidence, digital video evidence, 

evidence produce or transmitted by mobile phones, digital faxes, etc. One of the particularities of this type of 

evidence is that it is apparently not obvious, being contained in the information technology equipment that 

stores it. The crime investigation team of cybercrimes must be equipped with specific investigation 

equipment and software to make this evidence available, tangible and usable. Another aspect is that this 

evidence is very fragile in the sense that it can be changed or can easily disappear by methods that are often 

available to the perpetrators.  

The International Organization for Computer Evidence (IOCE) has developed a set of principles in 

the field of digital evidence: 

a. upon seizing digital evidence, actions taken should not change that evidence; 
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b. when it is necessary for a person to access original digital evidence, that person must be 

forensically competent; 

c. all activity relating to the seizure, access, storage, or transfer of digital evidence must be fully 

documented, preserved, and available for review; 

d. an individual is responsible for all actions taken with respect to digital evidence while the digital 

evidence is in their possession; 

e. any agency that is responsible for seizing, accessing, storing, or transferring digital evidence is 

responsible for compliance with these principles. 

 

Other organizations such as the International Association for Computer Information Systems 

(IACIS) have provided a number of standards for the scientific examination of digital evidence [7]: 

- the original evidence should be preserved in a state as close as possible to the state in which it was 

found; 

- an exact copy must be made with the original to be used for the examination so as not to destroy 

the integrity of the original; 

- data copies for review must be made on data mediums that do not have data stored in them; data 

mediums must be completely clean and checked against viruses and malfunctions; 

- all evidence must be marked, labeled and recorded, and a chain of custody must be kept, each step 

of the legal examination must be recorded in detail. 

 

Physical evidence refers to a series of electronic appliances and devices in which the information is 

stored [8]: 

- computers (CPU central processing unit, data storage devices, keyboard and mouse)  

- additional components, such as modems, printers, scanners, external storage devices; 

- access and control devices, such as smart cards and biometric scanners; 

- computerized agendas (-PDAs- Personal Digital Assistants); 

- disk drives; 

- memory cards; 

- network components; 

- servers; 

- rechargeable information storage devices; 

- mobile phones; 

- digital cameras; 

- copiers; 

- electronic tablets; 

- Automated Teller Machine - ATM-devices. 

 

3. Evidence recording 

 

The procedure for filing evidence in a cybercrime case includes the following steps [9]: 

- The objects investigated must be marked and labeled, and an evidence log must also be drawn up; 

- The next step is the recording of the analysis of the evidence by the information and 

communication technology specialist who carried out the examination of the evidence; 

- The investigator must preserve the integrity of the evidence through the chain of custody. 

 

The following steps will be outlined below: 

 

3.1. Marking and labeling of evidence 

 

Evidence is labeled and marked by the person who takes it in custody. This person writes the name 

or initials of the name on the objects, along with the date, time and case number. It is preferable to mark the 

evidence directly when possible, as the labels can be separated from the objects investigated, which would 

cause the custody chain to be destroyed. Objects that can not be labeled and marked are placed in a plastic 

bag and then sealed, and eventually inserted into a container that is marked. 

The evidence log is a document that records all the evidence collected in a cybercrime case, 

including the description of each evidence, who discovered and collected the evidence, the date and the time 

of collection, and how the evidence was handed down [10]. 
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The description of evidence should be detailed to differentiate objects from each other and should 

also include serial numbers and other identification numbers when possible. The evidence log should show 

all custody transfers of evidence from one person to another. This process of recording in the log the transfer 

of evidence is a tangible evidence of preservation of the chain custody [11]. 

 

3.2. Recording the evidence analysis  

 

The person who analyzes the bitstream image of the hard disk in the suspect's computer must keep 

another type of log that records evidence analysis. This log should show every step of the analysis process, 

including the people who were present, what was done (e.g., executing a utility program to remove binary 

data from an exchange file), the result of the procedure and the date and time. 

Once the hard disk evidence has been evaluated for their probative value, the investigator must 

record all the potential evidence that is found. For example, if the investigator opens a .jpg file, which may 

be a pornographic image of a child, he must record the file name, the location where the file is located on the 

hard disk, the date and time, and other properties of the file [12]. 

A part of the data that should be examined as evidence, depending on the type of computer crime, is 

listed below [13]: 

- the list of recently visited URL addresses, obtained from temporary Internet files, Web cache, and 

History folders; 

- email messages and the list of e-mail addresses stored on the suspect's agenda; the file name 

depends on the email program used; 

- documents processed in Word; 

- spreadsheets; 

- graphs in case of child pornography; 

- chat records; 

- Windows registry; 

- event viewer logs; 

- application logs; 

- print spool files. 

 

3.3. The chain of custody 

 

An important tool used by investigators to protect evidence is the chain of custody. Essentially, this 

is a means of telling about who has touched an evidence, when he touched it, and what he did with that 

evidence. So the chain of custody is a way of demonstrating that evidence has not been destroyed or altered 

while they were in the care of the investigator [14]. In his book “Criminalistics: An Introduction to Forensic 

Science”, Richard Saferstein notes: “The impossibility to demonstrate the chain of custody can lead to 

serious suspicions about the authenticity and integrity of the evidence and the examinations made on it”. 

The term chain of custody refers to continuity of evidence. The chain of custody is the way the 

evidence followed from the time the evidence was collected until it was presented to the court. 

Any breaking of the chain of custody creates the allegation that the evidence has been altered or 

replaced. The evidence of the chain of custody is provided by the testimony of the person who collected the 

evidence, showing that the evidence presented before the court is the same as the one that was collected and 

that this evidence did not alter while in custody of that person. The fewer people who have custody of the 

evidence, the easier it will be to preserve the integrity of the chain of custody. The best option is to designate 

a single person to keep the evidence in custody [15]. 

Sometimes the evidence in the computer must be transported to a laboratory to recover the data. 

Thus, lab technicians will have to report to the court the evidence of the evidence while in custody, 

how the evidence was stored and protected in the laboratory [16]. 

Once the evidence has been examined, the documentation is used to create a final report that 

highlights what actions have been taken and what has been found in the suspect's computer. The final report 

will include a statement by the investigator about what happened during the investigation process, 

information that the investigator obtained and generated during the computer analysis of a suspect and 

relevant printed data [17]. 
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Conclusions 

 

Finally, we consider that digital evidence is used in an investigation for the same purposes as 

physical evidence, but the major difference between the two types of evidence is determined by the fact that 

digital evidence is only a value and is not tangible object. 

The digital evidence is of a material nature, because it exists in the form of electromagnetic signals 

through the electromagnetic field, which is a recognized form of the existence of matter. Digital evidence is 

expressed in binary form, manifested by the presence of electrical impulses, with two standardized values, or 

through two fundamental states of existence of the magnetic field. 

Investigating the digital scene of the offence integrates with the physical scene of the offence so that 

physical evidence can be collected in connection with a person's digital activity. 

 

References 

 

  
[1] Published in the Romanian Official Gazette, part I, no.938 from the 22nd of November 2016. 

[2] Published in the Romanian Official Gazette, part I, no.1060 from the 29th of December 2016. 

[3] Littlejohn Shinder, Debra; Tittel, Ed (2002). Scene of the cybercrime. Computer Forensics Handbook, Rockland, 

Massachusetts: Syngress Publishing Inc., p. 550. 

[4] Littlejohn Shinder, Debra; Tittel, Ed (2002). Scene of the cybercrime. Computer Forensics Handbook, Rockland, 

Massachusetts: Syngress Publishing Inc., p. 551. 

[5] The Romanian Information Technology Initiative and the Romanian Government (2004). Introductory Guide to the 

Implementation of the Criminal Information Law, Bucharest, p. 72, Retrieved 10 November 2017 from:  

http://www.riti-internews.ro/ro/ghid.htm 

[6] The Romanian Information Technology Initiative and the Romanian Government (2004). Introductory Guide to the 

Implementation of the Criminal Information Law, Bucharest, p. 72, Retrieved 10 November 2017 from:  

http://www.riti-internews.ro/ro/ghid.htm 

[7] Littlejohn Shinder, Debra; Tittel, Ed (2002). Scene of the cybercrime. Computer Forensics Handbook, Rockland, 

Massachusetts: Syngress Publishing Inc., p. 552. 

[8] U.S. Department of Justice. Office of Justice Programs. National Institute of Justice (2001). Electronic Crime 

Scene Investigation. A Guide for First Responders, Washington D.C., pp. 8-15, Retrieved 10 November 2017 from: 

http://nij.ncjrs.gov/publications/pub_search.asp?searchType=all&category=99 

[9] Littlejohn Shinder, Debra; Tittel, Ed (2002). Scene of the cybercrime. Computer Forensics Handbook, Rockland, 

Massachusetts: Syngress Publishing Inc., p. 581. 

[10] Kleiman, Dave (2007). The Official CHFI Study Guide (Exam 312-49) for Computer Hacking Investigators, 

Burlington, Massachusetts: Syngress Publishing, Inc., p. 188. 

[11] Kleiman, Dave (2007). The Official CHFI Study Guide (Exam 312-49) for Computer Hacking Investigators, 

Burlington, Massachusetts: Syngress Publishing, Inc., p. 188. 

[12] Littlejohn Shinder, Debra; Tittel, Ed (2002). Scene of the cybercrime. Computer Forensics Handbook, Rockland, 

Massachusetts: Syngress Publishing Inc., p. 582. 

[13] Kleiman, Dave (2007). The Official CHFI Study Guide (Exam 312-49) for Computer Hacking Investigators, 

Burlington, Massachusetts: Syngress Publishing, Inc., p. 188 and the following. 

[14] Wright, Timothy E. (2000). An Introduction to the Field Guide for Investigating Computer Crime, Part 1, p. 2, 

Retrieved 10 November 2017 from: www.securityfocus.com 

[15] Littlejohn Shinder, Debra; Tittel, Ed (2002). Scene of the cybercrime. Computer Forensics Handbook, Rockland, 

Massachusetts: Syngress Publishing Inc., p. 583. 

[16] Littlejohn Shinder, Debra; Tittel, Ed (2002). Scene of the cybercrime. Computer Forensics Handbook, Rockland, 

Massachusetts: Syngress Publishing Inc., p. 583. 

[17] Kleiman, Dave (2007). The Official CHFI Study Guide (Exam 312-49) for Computer Hacking Investigators, 

Burlington, Massachusetts: Syngress Publishing, Inc., p. 189. 

 

 

 

 

 

http://juridica.ugb.ro/
http://www.riti-internews.ro/ro/ghid.htm
http://www.riti-internews.ro/ro/ghid.htm
http://nij.ncjrs.gov/publications/pub_search.asp?searchType=all&category=99
http://www.securityfocus.com/

	Introduction
	2. Types of evidence in the case of cybercrimes
	3. Evidence recording




